Network Diagram

' )

Domain
Cantraller _ Verizon 5G ISP
1Gon oo U o G o Host S0 DD U
mre Netgate 8200 runring pfSense
[ Lozd balances ISPs with faiover upon failure
Semver Running Snort. plBlockerNG, Tailscale. haproxy, PIA VPN
= 11 VLANS to segment network
Primary
oHee
Sanver UniFi Pro Max 48 FoE.
Cisco exus 30840 ‘ {Currently using = 43 pert 1G5E UniFi and 18 part UniFi FoE Switch unti this releases)
48 Port 10Gbit Core Switch wi 4 QSFP+ ports 48 Port 2.5Gbit Distribution Switch
Secandary 22 1GEE ports, 16 25658 ports, 4 1060 SFP+ parts with PoE++
DHoe e i —
Server
Proxmax Virualizaton GILster A
2001 Radl 22 eon Gad 5140 Ly
Primary 162G8 RAM
DFs £2 278 Inte! SSDFE2KXO20TE Nyl 3305 [P——
Server 40Gkit Direet Connect and VM Network for fast migration Newor Conttar for Lo N
2x 10Gkit LACP Network Failover from 40Gbit NIC (Network Contraller for UniFi cevices)
Sacondary
DFS
Sener
UniFi HVR:
(Camera Cantroller/Storage for UniFi cameras)
Security
Server =
Openvas
Vuinerabilty

Grayiog

e 2 @

TV Show Guster
2x Synology RE2418+ in HAMode
10Gkit interconnect and network NIC
12 10TB WD Reé Hard Drives
90.0TB Usable wi 2 disk redundancy
24.T8 Raw

@

— ]

2x Synclegy RE2415+ in HA Mods
10Gbit interconnect and netwark NIC
& 1878 WD Red Hard Drives. Various UniFi PE and non-PGE Switches scattered around the house
70.0TB Usable wi 1 disk redundancy
Raw
Primary backup cluster wi Astive Baskup for Business and Praxmox Backup

Kasm

Appiicaton

Werkspzce
Sarver

=

Frimary

Dosker

Swam
Host

3% UniFI UB Enterprise Access Points

Secondary
Dosker
Swarm

Host

Tertiary

Dockar

Swarm
Host

ElElET En'h'%-'h-paphﬁn

Piex Server
Unraid (Linux)
15-12600K w/ 84GB RAM (using iGPU for GPU acceleration)
4x 10Gbit NIC (LACP Bond)
2 500GE MyMe mimor for Plex DB
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Using Active Directory for primary authentication with Azure AD sync for SSO and authentication
with cloud apps.

Domain hosted by Cloudflare and proxies all web traffic through their network using Azure SSO for
authentication.

M365 utilized for mail and mail security, as well as Sharepoint/OneDrive/Teams/Intune.
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