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List all applications
az ad app list --output=table --query='[].{Name:displayName,URL:homepage}'



 

List all service principles
az ad sp list --output=table --

query='[].{Name:displayName,Enabled:accountEnabled,URL:homepage,Publisher:publisherName,Metada

taURL:samlMetadataUrl}'



Resource: https://www.blackhillsinfosec.com/red-teaming-microsoft-part-1-active-directory-leaks-
via-azure/

List all groups
az ad group list --output=json --query='[].{Group:displayName,Description:description}'

https://www.blackhillsinfosec.com/red-teaming-microsoft-part-1-active-directory-leaks-via-azure/
https://www.blackhillsinfosec.com/red-teaming-microsoft-part-1-active-directory-leaks-via-azure/

